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* logical access (LA) : TTS/VC
 physical access (PA): Replay

License Download ASVspoof 2017 ASVspoof 2015 Login

ASVspoof 2019

Automatic Speaker Verification

Spoofing And Countermeasures Challenge

Future horizons in spoofed/fake audio detection




TT5 vs VC

9 Text-to-speech (TTS)
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Feature extraction

Audio

MFCC/LFCC/
IMFCC

30.0%
25.0%
20.0%
15.0%
10.0%

5.0%

Equal Eooer Rate/ min-tDCF

0.0%

0.14

LFCC

FnE

. 7
T, JNE
Log¥T ik Filterbank

MFCC/LFCC/IMFCCHHAE

MEREXTEL

0.14

MFCC

mstatic W ®Static+t —[EH

ZEASV2019 eval i & _F Y

027
024
020 g
I 11.7%
106 9.8% 9.6%

IMFCC

Mel Filterbank

.XL"Ic"JEEI"T\I\/Xk:X\ -:::ix‘ I'

A
i "\‘
a ,
& M
i %,
Fa i 3,

Linear Filterbank

0 JAVAVAVAY JAY AVAYA JAYAY

IMel Filterbank

Frequency (kHz) —




[Modeling

« Light CNN with Max-Feature-
Map(MFM) activation

H x W x N/2
HxW=xN
ﬂ Hx W x N/2
Element- -
wise ,=D,
maximum ‘
H»xW xMN/M2

Table 1: LCNN architecture

Type Filter / Stride  Qutput Params
Conv_1 bxbllx1 863 = 600 = 64 1.6K
MFM 2 = 864 = 600 = 32 =
MaxPool 3 2x2/2x2 431 = 300 = 32 =
Conv_4 1x1/1x1 431 = 300 = 64 21K
MFM_5 = 431 = 300 = 32 =
BatchNorm_6 = 431 = 300 = 32 =
Conv_7 3x3/1x1 431 = 300 = 96 27.7K
MFM_8 — 431 = 300 = 48 —
MaxPool 9 2x2/2x2 215 = 150 = 48 =
BatchNorm_10 — 215 = 150 = 48 —
Conv_11 1x1/1x1 215 = 150 = 96 47K
MFM_12 — 215 = 150 = 48 —
BatchNorm_13 — 215 = 150 = 48 -
Conv_14 Ix3/1x1 215 = 150 = 128 554K
MFM_15 - 215 = 150 = 64 -
MaxPool_16 2x2/2x2 107 = 75 = 64 —
Conv_17 1x1/1x1 107 = 75 x 128 8.3K
MFM_18 — 107 = 75 = 64 —
BatchNorm_19 — 107 = 75 = 64 -
Conv_20 3x3/1x1 107 = 75 = 64 369K
MFM _21 - 107 = 75 = 32 -
BatchNorm_22 — 107 = 75 = 32 =
Conv_23 1x1/1x1 107 = 75 % 64 21K
MFM_24 = 107 = 75 = 32 =
BatchNorm_25 — 107 = 75 = 32 =
Conv_26 3x3/1x1 107 = 75 = 64 18.5K
MFM_27 — 107 = 75 = 32 —
MaxPool 28 2x2/2x2 53 =% 37 = 32 =
FC_29 — 160 10.2 MM
MFM_30 = &0 =
BatchNorm 31 — 80 =
FC_32 — 2 64

Referto: [1] WuX, He R, Sun Z, et al. A light cnn for deep face representation with noisy labels[J]. IEEE Transactions on Information Forensics and Security, 2018, 13(11): 2884-2896.

[2] Galina Lavrentyeva, Sergey Novoselov, Andzhukaev Tseren, Marina Volkova, Artem Gorlanov, and Alexandr Kozlov, “STC Antispoofing Systems for the ASVspoof2019 Challenge,” Interspeech, 09 2019.



Loss function

« Two class classification

« Softmax Wy Ul [l cos(8y,)

L; = — l(_}g
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Referto: [1] large-Margin Softmax Loss for Convolutional Neural Networks. Weiyang Liu, Yandong Wen, Zhiding Yu, Meng Yang. ICML 2016
[2] SphereFace: Deep Hypersphere Embedding for Face Recognition. Weiyang Liu, Yandong Wen, Zhiding Yu, Ming Li, Bhiksha Raj, Le Song. ICML 2017



Loss function

Equal Eooer Rate/ min-tDCF
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Attention modules

« Squeeze-and-Excitation (SE)
« Squeeze: global average pooling in channel
« Excitation: produces modulation weights

Fo. (W)

X U F, ()~ (IOI0I0 —2—
/ =] =0 l=1=(

H' FIr H F.&'r_'ufe (?) X

Referto: Hu J, Shen L, and Sun G, “Squeeze -and-Excitation Networks,” IEEE Transactions on Pattern Analysis and Machine Intelligence, vol. 99, 2017.



Attention modules

« Convolutional Block Attention Module (CBAM)

« channel attention module

MaxPooI

M. (F) = o(MLP(AvgPool(F)) + MLP(MazPool(F)))

=~
= 0(W1(Wo(Fiyg)) + Wi(Wo(Fia))), fr @(D—C:aﬁm
Input feature F Shared MLP Me
- spatial attention module -
Spatial Attention Module
M, (F) = o(f™"([AvgPool(F); MaxPool(F)]))

= ( ([Favgv ax]))’ @"6

Spatlal Attention

Channel-refined [MaxPool, AvgPool

\ feature F*

( Convolutional Block Attention Module \

Channel
Input Feature Attention Spat|al Refined Feature

| f\;@) j M;‘::;u'.z“ \o @

Refer to: Sanghyun Woo, JongChan Park, Joon-Young Lee, and Inso Kweon, “CBAM: Convolutional Block Attention Module,”
arXiv: Computer Vision and Pattern Recognition, pp. 3-19, 2018.



Attention modules

« Dual Attention (DA)
« Channel fllposition F{7XF&

Position Attention Module
(HXW)x(HxW) "
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> > D—>
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rix
Channel Attention Module

| > > reshape & transpose
A B l , .
softmax E
- —_— @—.’Iv
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— ( il ))- L
1) reshape
CxHxW | CxHxW
A. Position attention module
I
A reshape E

h softmax
reshape .® ft

|_> reshape & transpose ’ CxHXW

B. Channel attention module

CxHxW

Refer to:Jun Fu, Jing Liu, Haijie Tian, Zhiwei Fang, and HangingLu, “Dual Attention Network for Scene Segmentation,”

2019 IEEE/CVF Conference on Computer Vision andPatternRecognition(CVPR),pp.3141-3149,2018.



Result on ASV5poof 2019

« Attention modules
« Squeeze-and-Excitation (SE)
« Convolutional Block Attention Module (CBAM)
« Dual Attention (DA)

I e T cER (1)

Baseline-GMM 0.066 2.71 0.021 8.09
LCNN 0.008 0.27 0.101 4.74
LCNN_SE 0.006 0.20 0.137 6.06
LCNN_CBAM 0.028 0.93 0.094 3.67
LCNN_DA 0.025 0.78 0.078 2.76

SN IR A 3 IE A Anti- Spoofing b3 ASVSpoof2019 devlevalllikEE, N IEFR HEERFIMin-tDCF



Deepfake Detection Challenge
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Voice Activity Detection [VAD)
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- Data augmentationXfASV Spoofing &%
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