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. Target word: bicycle Target word: bicycle
* Adversarial language games Attacker % What vehicle has two wheels |  Defender Attacker % What vehicle has two wheels | Defender
. . . . . and is driven by pedals? and is driven by pedals?
* Multiple agents with conflicting goals compete with each p = p = |
other via natural language interactions ' [y sonmeraen | 8 4 A hewgevrdis |, NS
7 B A |
» Ubiquitous in human activities, such as discussion, debate, P Attacker wins . P Defender wins .
. . . A
intention concealment and detection. A ‘
e Adversarial Taboo (a) Direct inquiries v.s. No defense. (b) Direct inquiries v.s. Intention detection.
* The attacker is tasked with inducing the defender to utter Target word: bicycle Target word: bicycle
the target word invisible to the defender, while the AR  sehool. How do yougo to
defender is tasked with detecting the target word before Attacker | 100 W your Fencs Defender Attacker | school with your friends? Defender
. . [ Aha! The target word is “bus”! } We usually go to school via }
being induced by the attacker. Y o sedcion . ) ey s ¢ €
. ( Game continues B - ' N I’d like to try private transport,
Ta rgEt word: banana / I go to school by bus everyday. F ' / % which is morepﬂeXible- ’
< FI‘Illt IS gOOd fOI‘ health Can / . % It’s better i.f I can get exercised A / I see. .DO you want to ge{t) }
Attacker ) you recommend some for me? Defender and fresh air along the way. exercised along the way?
Then you can try bicycles. F 4 Yeah, that sounds good.
Would you like some apples? I Attacker wins
- // love the crisp taste of apples. « Alternate improvements in attack and defense strategies with
/ / Applos are good. But my teeth complex language skills that could emerge through co-
C ache a little these days. I’d like adaptation 1n Adversarial Taboo
/ to have something soft.
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What about bananas? N [ Aha! The target }

They are soft. word 1s “banana”. Attack  Def DocQA BERT
ac clense Attacker Defender Tie # Turns | Attacker Defender Tie  # Turns
Attacker wins Defender wins Direct  N/A 99.5 N/A 0.5 1.94 99.3 N/A 0.7 1.97
Direct Detection 39.7 59.9 0.4 1.91 439 55.3 0.7 1.99
. eqe o . Indirect Detection 70.8 26.1 3.1 3.64 70.7 25.9 34 3.61
* Require advanced natural language capabilities, which Indirect Prevention || 557 285 158 487 | 5838 302 110 443

can facilitate many downstream NLP tasks

. . . * Competition simulation results on OpenQA-based models
» Adversarial pragmatic reasoning

o —OT1 ' 1 1 1 _ 1 ConceptFlow DialoGPT
G()al Orlented :“anguage lnteraCtl.On n Open domaln Attack Defense Attacker Defender Tie  #Turns | Attacker Defender Tie  # Turns
° Knowledge enhanced language iteraction Topic Leading 6.2 N/A 93.8 945 4.5 N/A 95.6  9.62
: . . . Golden Tri 37.0 N/A 63.0 8.04 29.3 N/A 70.7 8.51
* Emergence of language skills via co-evolution Newalbased VA 29.5 NA 705 818 | 296 NA 704 836
API-based 50.9 N/A 49.1 6.67 16.3 N/A 83.7 9.16
Golden Trigger 32.9 5.6 61.6 7.87 28.8 1.6 69.6 8.49
Neural-based Defense 23.3 7.4 69.3 7.99 27.9 1.7 70.4 8.36
API-based 38.2 14.6 47.2 6.31 15.0 0.7 84.3 9.14

» To assess Adversarial Taboo, we propose attack and defense » Competition simulation results on chatbot-based models

strategies that instantiate the required capabilities
* OpenQA-based simulation
* The attacker asks questions about target words, and the
defender returns answer spans consisting of several words
based on background corpus
* Chatbot-based simulations
* Posts and responses in chatbot-based simulation are in P 10 1s ngohchfeteizssis 40 45
free-form, which 1s closer to real-world scenario
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e The correlation between the attack success rate and
concreteness of words
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