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v Introduction v Game Simulation

• Adversarial language games
• Multiple agents with conflicting goals compete with each
other via natural language interactions

• Ubiquitous in human activities, such as discussion, debate,
intention concealment and detection.

• Adversarial Taboo
• The attacker is tasked with inducing the defender to utter
the target word invisible to the defender, while the
defender is tasked with detecting the target word before
being induced by the attacker.

• Require advanced natural language capabilities, which
can facilitate many downstream NLP tasks
• Adversarial pragmatic reasoning
• Goal-oriented language interaction in open-domain
• Knowledge enhanced language interaction
• Emergence of language skills via co-evolution

Targetword: banana

Defender

Attacker wins Defender wins

Fruit is good for health. Can 
you recommend some for me?Attacker

Would you like some apples? I 
love the crisp taste of apples.

Apples are good. But my teeth 
ache a little these days. I’d like 
to have something soft.

What about bananas?
They are soft. 

Aha! The target 
word is “banana”.

v Game Simulation

• To assess Adversarial Taboo, we propose attack and defense
strategies that instantiate the required capabilities
• OpenQA-based simulation
• The attacker asks questions about target words, and the
defender returns answer spans consisting of several words
based on background corpus

• Chatbot-based simulations
• Posts and responses in chatbot-based simulation are in
free-form, which is closer to real-world scenario

v Simulation Results

• Alternate improvements in attack and defense strategies with
complex language skills that could emerge through co-
adaptation in Adversarial Taboo

• Competition simulation results on OpenQA-based models

• Competition simulation results on chatbot-based models

• The correlation between the attack success rate and
concreteness of words


